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1. Executive Summary

Provenance Blockchain represents a transformative
approach to financial infrastructure, designed to
dramatically reduce costs, improve liquidity, reduce risk,
and open new financial markets across the global
economy. Our technology addresses the $300+ trillion
global financial market that currently incurs hundreds
of billions of dollars in audit, custody, trustee,
reconciliation, administrative costs, and time annually.

Provenance Blockchain delivers:

1. A purpose-built financial blockchain which is a proof-of-stake, open-source
architecture that balances openness with security and compliance. Provenance
Blockchain is designed specifically to answer the needs of regulated financial markets
as well as providing a framework for the defi world.

2. Blockchain strength with a ledger, registry, and exchange across financial assets and
markets, eliminating the need for multiple intermediaries.

Economic benefits already realized in loan origination, warehousing, sales, servicing, and
securitization. Provenance Blockchain has proven savings exceeding $75 billion in annual fees,
improved capital efficiency, and enhanced liquidity across the securitization ecosystem.

Our technology has been battle-tested in production environments since 2018, with
multiple financial institutions transacting billions of dollars in assets on the platform. By
eliminating rent-seeking intermediaries, introducing significant efficiencies, and providing
game changing transparency, Provenance Blockchain is positioned to transform financial

services across debt, equity, payments, and broader asset markets.

This whitepaper details the technical architecture, core functionality, governance structure,
and economic model of the Provenance Blockchain, providing both a comprehensive
overview for financial institutions considering adoption and a technical reference for

developers building on our platform.
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2. Provenance Blockchain's
Approach to Market Inefficiencies

Provenance Blockchain was launched in 2018 by a team of financial technology experts
with deep experience across lending, capital markets, and blockchain technology.

This blockchain platform was developed to address fundamental flaws in financial
markets, with the initial use cases on loan origination, servicing, and instant settlement
transactions processes.

The global financial system, a sprawling network of institutions, markets, and technologies,
is riddled with structural inefficiencies that impose significant costs, create operational
friction, and stifle innovation. These challenges stem from outdated processes,
fragmented infrastructure, and a lack of cohesive modernization, despite the system'’s
critical role in global commerce. Below, we explore the key issues detailing the barriers they
pose to a more efficient market as well as the approach Provenance Blockchain is taking
to create a robust financial ecosystem.

The evolution of Provenance Blockchain represents our commitment to expanding this
vision across the broader global financial ecosystem, incorporating lessons learned from
early implementations and extending the platform's capabilities to support a wider range
of financial assets and markets.

2.1Provenance Blockchain: Built on Fundamental Blockchain Principles

1. Distributed: Information (non-Pll) is maintained identically across multiple
independent nodes, eliminating single points of failure and creating a resilient network
architecture. Unlike centralized systems where data is held in one location, Provenance
Blockchain's distributed approach provides defense against hackers and eliminates
agency problems that can lead to malfeasance.

2. Immutable: All transactions cannot be altered once confirmed by the network. This
immutability creates a permanent, tamper-proof record that establishes provenance
for all assets and actions on the blockchain, providing certainty that historical records
cannot be manipulated or falsified.
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3. Transparency: Transaction history is open and auditable by anyone who accesses the
blockchain. While the identities are pseudonymous, transactions are visible to network
participants.

4. Cryptographic Security: Using digital signatures and hash functions, each transaction
is sighed by the sender’s private key, proving ownership and preventing unauthorized

transfers.

2.2 Truth over Trust - Why This Matters

Financial data, the lifeblood of the global economy, is often trapped within isolated
systems and institutions, leading to fragmentation that undermines efficiency and trust.
Banks, clearinghouses, payment processors, and other entities maintain their own
databases, each with proprietary formats and restricted access. This siloing creates
information asymmetries, where one party may lack critical data held by another, which
also adds cost to verify the accuracy of data in counterparty databases, delaying and
complicating decision-making. This can lead to mistakes that are detrimental to any
business.

Provenance Blockchain takes blockchain tenets and applies them to financial assets and
transactions. Provenance Blockchain firmly believes that true tokenization of assets
provides for the perfection of assets, in other words, the validity of any transaction must be
effected on Provenance Blockchain. This allows counterparties confidence that the
transactions are true without 3rd party verification. There is never an opportunity for a
breach of contract due to double pledging from staff using csv files.

The platform replaces trust in intermediaries with verifiable truth embedded in the
blockchain. Participants no longer need to rely on reputation or attestations from third
parties; instead, they are able to independently verify the integrity, accuracy and ownership
of assets and transactions directly through the blockchain.

2.3 Provenance Blockchain's Strength as a Ledger, Registry and Exchange

We see Provenance Blockchain as a proven chain representing a comprehensive ledger

holding the truth of all Provenance Blockchain assets and transactions. This truth
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eliminates the need for not only traditional auditors and the typically large internal cost
centers employed to reconcile billions of transactions. By definition, this ledger provides
visibility into transaction status and asset performance. Payments that are traditionally
held for 30+ days before they are remitted can be instant.

Further, the registry of asset ownership of perfected assets is determined solely on
Provenance Blockchain, allowing real time settlement of pledges, sales and payment
remittance. The provenance of any asset ownership is recorded on-chain, eliminating any

doubts or discrepancies from assets represented on paper or on numerous systemes.

Finally, the benefit of assets and transactions fully on-chain is the elimination of opaque
pricing which prevents an efficient market. Large institutions benefit from price obscurity
given their resources to dominate and absorb a market segment’s price fluctuations, while
small investors are shut out. Providing the infrastructure for assets to fully be on-chain also
allows for fractionalized asset sales. Transparency as a core tenet of the blockchain can be
fully realized using Provenance Blockchain, which then provides a platform for price

discovery and a true marketplace exchange for any investor, institutional or individual.

3. Provenance Blockchain Foundation

3.1Foundation Role and Responsibilities

Provenance Blockchain Foundation serves as the hub for
governance, advocacy, and development for the core
Provenance Blockchain. The foundation functions as the
blockchain infrastructure guardian as well. The guardian
responsibilities include but are not limited to:

1. Network Oversight:
e Setting transaction fees that reflect economic value and network sustainability

e Monitoring validators, and managing infrastructure nodes

2. Technical Management:
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e Managing protocol upgrades and enhancements
e Coordinating with protocols on any security audits and improvements
e Supporting network stability and performance

3. Ecosystem Development:

Expanding use cases and market applications
Creating incentives for new users

Building technical and business partnerships

Supporting education and community development

The Foundation is governed by a board, with operations funded in various ways

including a portion of fees paid in.

3.2 Technical Overview

Provenance Blockchain is built with a modular, scalable, and secure infrastructure
designed specifically for real-world financial applications. Its architecture is based on the
Cosmos SDK and leverages the CometBFT consensus engine, ensuring high performance
and finality.

Core Layers:

1. Consensus Layer: Powered by CometBFT, this ensures fast block finality and robust
fault tolerance.

2. Application Layer: Built using the Cosmos SDK, defining state transitions for financial

transactions, asset management, and governance.

3. Module Layer: Offers plug-and-play modules for smart contracts, asset registration,

compliance, exchange, and auction mechanics.

4. Interoperability Layer: Supports IBC and native bridges to Ethereum and Solana via
Axelar, enabling cross-chain asset flow.

5. Security Layer: smart account functionality and group accounts for institutional-grade
access control.
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This multi-layered design allows for adaptability across use cases while ensuring the
performance and compliance required by financial institutions.

3.3 Consensus Mechanism: CometBFT

Provenance Blockchain uses CometBFT as its consensus engine. This Byzantine Fault

Tolerant Proof-of-Stake (PoS) protocol offers:

e Fast Finality: Blocks are finalized within 4-5 seconds with deterministic consensus, a
necessity for financial transactions.

e Staking: staking secures the network and encourages participation with rewards.

e Proposer Rotation: Validators propose blocks in a deterministic sequence based on
stake weight.

e Governance: Protocol upgrades, validator onboarding, smart contract code
deployment, and parameter changes are governed by on-chain voting.

3.4 Simplified Flat-Fee Model

Unlike traditional blockchains and in order to allow financial institutions some certainty
on cost, rather than impose unpredictable gas-based fees, Provenance Blockchain
implements a flat-fee model per transaction type as well as a basis point schedule

for settlement fees, denominated in USD but paid in HASH.

Transaction Type Flat Fee

Token Transfer $0.025

Loan Registration $8.50

Loan Payments Sliding scale BPS
Exchange Settlement Sliding scale BPS
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Benefits:

Predictable Costs _ Transaction costs are known in advance, improving budgeting.
Deterministic Execution _ Transactions are processed in order of arrival, not by gas price.
Fee Conversion _ Fees are calculated in USD and converted to HASH at real-time rates via

oracle-based pricing using Provenance Blockchain's Exchange Module.

3.5 Fee Distribution

Network Fees _ validators set a commission percentage with the remainder going
to delegators.
Settlement Fees _100% to the HASH Market auction pool.

This distribution incentivizes network security while promoting HASH utility through

recurring auction-based demand.

3.6 Key Modules in Provenance Blockchain

Metadata / NFT / Asset Modules

These three modules work together to support the creation and lifecycle management
of NFTs:

e Metadata stores structured data NFTs where maintaining data lineage is necessary.
e NFT enables minting and burning of non-fungible tokens.
e Asset standardizes how tokenized assets are represented and tracked.

Together, these modules form the foundation for tokenizing real-world financial
instruments, such as loans, securities, and real estate titles.

Registry Module

Provides a delegation mechanism that enables owners of NFTs to assign specific control

responsibilities to other parties:

e Aregistered servicer can be authorized to maintain the on-chain loan ledger.
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e A controller can be designated to manage specific metadata fields, like securely
storing (e-vaulting) associated documents.

The registry module is essential for managing complex asset servicing and lifecycle
responsibilities in a decentralized but governed way.

Ledger Module

Supports on-chain accounting for asset-backed NFTs, such as loan receivables.
Core functions include:

e Tracking principal, interest, and fees related to a loan NFT.

e Enabling funds flows such as funding disbursements and borrower payments.

e Pro-rata distributions to NFT owners through ledger entries that record real cash
flow events.

The ledger module brings auditable transparency and real-time financial logic on-chain,
making it ideal for institutions.

Exchange Module

Enables the construction of on-chain markets and settlement mechanisms without

requiring custody transfers:

Assets remain in a user’s wallet but are committed to settle through the market.

The module supports bid/ask functionality and offer lifting directly from the chain.

It creates a foundation for DeFi-style markets with trustless execution, while
maintaining the user experience and security of non-custodial asset ownership.

Flexible fee models can be configured by the exchange operator.

Name / Attribute Modules

e The Name module acts like a blockchain DNS system, allowing names to be registered
and resolved to accounts.
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e The Attribute module associates named, stateful data with accounts—supporting
permissioning, roles, and identity tagging.

The name and attribute modules together provide composable identity and role
management primitives for complex applications like KYC, onboarding, or

compliance layers.

3.7 Smart Contract Composition

Provenance Blockchain's modular architecture is designed to support powerful on-chain
applications through a combination of native modules and WASM-based smart contracts.
Developers can build secure, compliant, and institution-grade financial products by
composing these modules into higher-level workflows.

Provenance Blockchain supports smart contracts through a WASM-based virtual machine
designed for deterministic, performance-optimized execution:

Languages: Supports Rust.

Upgrade Patterns: Includes time-locked upgrades and governance-gated
deployment.

Resource Controls: Deterministic gas metering prevents abuse.

Formal Verification: Critical components undergo formal checks for correctness.

Together, these upgrades position Provenance Blockchain as a reliable platform for
tokenized assets, lending, settlement, and institutional DeFi applications.

Developers on Provenance Blockchain can create smart contracts that integrate with
these native modules via secure and deterministic WASM execution. This unlocks the
ability to:

e Build loan marketplaces, real estate registries, or structured products.

e Automate compliance and reporting logic.

e Connect ledger entries and servicer updates to automated auction settlement
or staking rewards.
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By combining Provenance Blockchain's native modules with programmable logic, builders
can launch full-stack financial protocols that maintain the performance, transparency, and
compliance needed for regulated markets.

4. Provenance Blockchain
Ecosystem Participants

Members are entities or individuals that transact on Provenance Blockchain:

1. Asset Originators: Asset creators on the blockchain

2. Financial Service Providers: Entities that facilitate transactions between other
participants

3. Asset Purchasers: Institutions or individuals that acquire assets on the blockchain

4. Service Providers: Organizations or individuals that provide technical consulting
services

5. Lenders: Entities or individuals lending assets to entities or individuals who are
looking for financing

41 Stakeholders/Nodes and Technical Requirements

Validator nodes and stakeholders serve as the backbone of the Provenance Blockchain
network, providing the essential infrastructure that maintains consensus and processes
transactions. These nodes meet stringent technical requirements, including high-
performance computing hardware with redundancy, secure and reliable network
connectivity, robust key management systems, comprehensive monitoring and alerting,
and disaster recovery capabilities.

Operationally, validators take on critical responsibilities: they validate transactions, produce
blocks, host smart contracts reviewed by the Administrator, maintain synchronized copies of the

blockchain, participate in governance processes, and ensure high availability and performance.

Security remains a top priority for these nodes. They implement physical security for their
hardware infrastructure, enforce network security to prevent unauthorized access, adopt
key management practices to safeguard signing keys, conduct regular security audits and

penetration testing, and establish incident response procedures.
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Economically, validators commit to the following requirements:

e Stake a minimum of 500,000 HASH tokens per node, locked for at least 90 days, with a
30-day unbonding period upon exit.

e Apply slashing conditions, with a 5% stake reduction for double-signing blocks.

e Maintain financial reserves equivalent to 50% of their staked value, verified quarterly for
solvency, and invest in enterprise-grade hardware, high-bandwidth connections with
99.9% uptime SLAs, and regular security audits.

e Rewards are primarily from a share of transaction fees, distributed based on stake
amount and performance metrics, and they are required to vote on protocol decisions,

facing penalties for abstention.

4.2 Node Operation Requirements

For organizations operating validator or participant nodes on Provenance Blockchain,
specific requirements and protocols ensure smooth and secure functionality. The
infrastructure demands reliable, highly available systems with excellent network
connectivity, sufficient computing resources tailored to the node type and expected
workload, production-grade security measures with monitoring, and redundant systems to
guarantee high availability. The network architecture recommends a multi-tier setup for
validators, featuring public sentry nodes accessible over the public internet but limited to
p2p port 26656, private sentry nodes as a final protective layer for validator nodes, and
validator nodes fully isolated from all public-facing networks.

Operational procedures include regular software updates to incorporate upgrades and bug
fixes, high availability configurations, backup and disaster recovery processes, security
monitoring paired with incident response, and active participation in governance for validators.

5.Key Use Cases and
Technical Implementation

5.1 Asset Origination and Registration

Provenance Blockchain ushers in a new era of asset origination and registration on the

blockchain. Digital signatures, seals of authenticity, confirm the asset’s creation, while an
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immutable registration creates a permanent record of its ownership provenance into the

blockchain.

5.2 Payment Processing and Settlement

Provenance Blockchain believes that instant real-time
settlement recorded on the blockchain is the only way to
reduce counterparty risk and remove uncertainty on the
accuracy of the trade. The process is generally using fiat
payments, converted to a stablecoin, with asset
encumbrance. When assets from both sides of the trade
is present and encumbered, the trade will execute in real
time with immediate finality.

Consider the example of loan payments. A borrower sends their payment to the omnibus
bank. The bank, upon confirming receipt, notifies the blockchain—the accurate digital
ledger. Smart contracts then take over, automatically applying the payment to the loan’s
principal and interest as dictated by the loan terms. The loan owner, in turn, receives both
the funds and a real-time notification, bridging the gap between action and outcome with
efficiency.

The benefits of Provenance Blockchain's system are undeniable. It eradicates the
frustration of payment float and settlement delays, ensuring money moves swiftly.
Reconciliation costs and payment errors, a persistent thorn in the side of financial
operations, are drastically reduced. The system offers real-time visibility into payment
status, illuminating every step of the journey, while automating complex payment
application rules with the precision of a master craftsman. In Provenance Blockchain’s
world, payment processing is no longer a burden but a benefit of innovation and reliability.

6. Technical Processes In Detail

6.1 Asset Trading and Transfer
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Provenance Blockchain offers a seamless infrastructure for trading and transferring assets
with instant settlement. The process begins as the buyer and seller agree to terms. Both
parties signal their transaction intent to the blockchain, where smart contracts verify asset
ownership and the transaction’s validity. Atomic settlement ensures that assets and

payment exchange simultaneously, and ownership records update instantly with
transaction finality. In a specific example of loan sales, the seller lists a the on-chain loan
for sale, specifying pricing and terms. The buyer commits to the purchase at the agreed
terms and transfers the purchase amount to the bank. Smart contracts verify ownership
and ensure transaction compliance. Upon settlement confirmation, ownership transfers
instantly, and all transaction details are recorded immutably on Provenance Blockchain.

The benefits of Provenance Blockchain's system are clear. It eliminates counterparty and
settlement risk, reduces transaction time from days or weeks to mere seconds, provides
certainty of asset authentication, ownership and provenance, and creates efficiency by

removing intermediaries.

6.2 Asset Financing and Collateralization

Provenance Blockchain facilitates efficient asset financing by enabling seamless
collateralization and management. The process starts with assets being registered and
verified on the blockchain. The lender and borrower then establish financing terms
through smart contracts, and the assets are pledged as collateral, with encumbrance
recorded in real time. Automated monitoring ensures compliance with collateral
requirements, while settlement happens atomically, achieving instantaneous collateral
perfection.

In a practical example of warehouse financing, an asset originator and warehouse lender
establish a financing agreement. As assets are originated, they are pledged as collateral in
real time. Smart contracts verify each asset’s eligibility against the warehouse criteria, while
advance rates and interest calculations execute automatically. The collateral status
updates instantly based on loan performance, and the release or substitution of collateral
occurs without any settlement delay.

The benefits of Provenance Blockchain's approach are significant. It eliminates pledging

delays and operational friction, reduces counterparty risk through real-time monitoring,



improves capital efficiency with instant collateral management, and enables dynamic
adjustment of financing terms based on performance.

6.3 Secuiritization of Assets

Provenance Blockchain revolutionizes the securitization process through automated
structuring, distribution, and administration. The technical process begins with the
selection and validation of assets for securitization. Smart contracts then create the
securitization structure and waterfall, issuing security tokens that represent the defined
tranches. Asset performance data flows directly to the securities in real time, while
automated administration handles cash remittance and reporting.

In an example of a securitization, a sponsor identifies a pool of assets. Smart contracts
verify the assets’ characteristics and eligibility, and a securitization structure emerges with
clearly defined tranches and cash flow rules. Digital security tokens are issued for each
tranche, and payments from the underlying assets automatically distribute according to
the waterfall. Real-time performance reporting becomes available to all token holders,
ensuring transparency.

The benefits of Provenance Blockchain's system are substantial. It eliminates the need for
trustees, custodians, and paying agents, reduces structuring costs and time-to-market,
provides unparalleled transparency into collateral performance, and enables continuous

trading based on real-time data.

(. " Tokenonomics

71HASH Token Overview

HASH is the native digital asset of the Provenance Blockchain, designed to power the
network's economic and governance functions. For comprehensive details on HASH

tokenomics, please refer to our complete tokenomics documentation.

7.2 Key Features

Provenance Blockchain introduces HASH tokens with distinct key features. The total
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supply stands at 100 billion HASH tokens, each divisible to 9 decimal places, enabling
precise micropayments and allocations. Implemented as a native protocol-level token
using the Cosmos SDK, HASH serves core utilities such as staking, fee payment, asset
purchases, and governance. The market capitalization of HASH directly reflects the
present value of future fees paid to access the Provenance Blockchain network, with an
expected fully diluted valuation ranging from $14 billion to $1.8 billion, based on recent
market trends.

7.3 Economic Mechanisms

Provenance Blockchain's economic design ensures a careful balance of network security,
token utility, and sustainable growth through three primary mechanisms. First, its
streamlined fee structure operates on a two-tier system, combining flat network fees with
volume-based settlement fees. These fees, denominated in USD but dynamically
converted to HASH, offer predictable costs. The distribution splits 60% to validators and
40% to the HASH Market auction system.

The second mechanism, dynamic staking and inflation, fosters network stability. Adaptive
inflation adjusts between 1% when 60% of tokens are staked and 52.5% when none are
staked. Staking incentives protect participants from dilution while providing enhanced
rewards, creating a self-balancing system that encourages an optimal stake ratio for

network equilibrium.

Finally, the HASH Market auction introduces a continuous burn mechanism, where all
winning bids in HASH are permanently burned. This process manages supply by creating
natural scarcity through usage-driven token reduction. Additionally, it enables HASH holders

to bid on settlement-generated assets, further integrating token utility into the ecosystem.

74 Ecosystem Participation

The Provenance Blockchain ecosystem accommodates a variety of participant types,
each with distinct roles and incentives. Validators secure the network by handling block
verification and consensus. Delegators stake their HASH tokens with validators to earn
rewards. Institutions originate and trade financial assets directly on-chain. Retail users
participate in financial services such as lending and trading. Meanwhile, developers build
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protocols and applications on the Provenance Blockchain, expanding its functionality.

7.5 Token Distribution

The HASH token distribution is designed for optimal decentralization and ecosystem

growth:

28% - Investors & Strategic Partners
28% - Ecosystem Grants (for key builders and ecosystem contributors)

25% - Community (milestone rewards, performance incentives, and development)
8% - Foundation & Team
11% - DAQO Treasury

This balanced allocation ensures sufficient resources for development while maintaining
broad token distribution across the ecosystem.

This overview represents the core economic framework of the Provenance Blockchain.
For complete details on tokenomics, including specific reward mechanisms, auction
dynamics, and governance systems, please refer to our comprehensive tokenomics
documentation.

8. Governance Framework

8.1 Governance Structure and Voting Rights

Provenance Blockchain establishes a sophisticated governance system to manage its
operations. The system relies on token-based voting, where each token grants one vote,
ensuring voting power aligns with token holdings. Delegated voting enables passive token
holders to participate, and quadratic voting may be introduced for specific decisions to
balance influence. Decisions fall into several categories: technical parameters, which
govern network operations; economic parameters, such as fee structures and distribution
rates; membership policies, which set standards for participant approval; and protocol
upgrades, which involve changes to core functionality. The voting mechanisms ensure
transparency and security, utilizing on-chain voting for verifiable results, time-locked
execution for approved changes, emergency procedures for critical security issues, and

qualified majority requirements for significant changes.
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8.2 Foundation Selection and Oversight

The Provenance Blockchain Foundation operates under democratic processes to ensure
fair governance. Its board structure includes a Board of Directors composed of
independent members, an Executive Director overseeing daily operations, and specialized
committees focused on technical, compliance, and business development matters.

The election process involves board members proposed by the Foundation, and
confirmed by token holders, with staggered terms to maintain continuity, and proportional
voting to allow minority representation. Accountability is a priority for the Foundation, with
regular reporting on operations and finances, performance metrics linked to network
growth and stability, budget approval by token holders, and established removal
procedures for addressing underperformance.

8.3 Protocol Upgrade Process

Upgrades to the Provenance Blockchain protocol adhere to a rigorous process. During the
proposal phase, a detailed specification of the proposed changes is submitted,
accompanied by a technical implementation plan, an economic and security impact
analysis, and an assessment of backwards compatibility. This is followed by a review
period, where the technical committee evaluates the proposal and a security audit is

conducted to ensure the upgrade’s integrity.

O. Technical Roadmap

Provenance Blockchain's development roadmap outlines the planned evolution of the
platform across multiple phases, from its current state to a fully mature, global-scale
blockchain infrastructure.

91 Current Development Status

Provenance Blockchain has already reached several critical milestones in its development.

Its core infrastructure now includes a production blockchain with a stable consensus

18
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mechanism, a smart contract execution environment equipped with formal verification
tools, a flat network fee model that ensures predictable costs for developers and users,
and base layer security built on the Cosmos SDK. Initial use cases have also been
established, encompassing loan origination, funding, and servicing functionality, loan
registration through DART for instant UCC security perfection on-chain, exchange
settlements with a tiered fee model, and an initial validator network supported by
decentralized MPC custody. Furthermore, ecosystem development has progressed with
interoperability bridging to other Layer 1 blockchains, enterprise features such as roles,
entitlements, and security protocols, core financial primitives tailored for asset originators,
borrowers, lenders and purchasers.

9.2 Near-Term Technical Milestones (6-12 Months)

Provenance Blockchain's immediate focus areas center on advancing its ecosystem through
several key initiatives. First, it prioritizes standardized on-chain structures and data
transparency by ensuring immutable on-chain recording of all asset-related transactions,
providing a consistent and verifiable transaction history for improved transparency,
structuring metadata to enhance financial data accessibility, and streamlining cost
calculations with a flat fee infrastructure. Next, Provenance Blockchain enhances security
and key management by introducing Smart Accounts that eliminate traditional private keys,
supporting passkey, biometric, and FIDO2 authentication, implementing multi-signature and
Multi-Party Computation security, and developing advanced recovery mechanisms to
reduce risk. Additionally, cross-chain interoperability and liquidity expansion are key goals,
achieved through native HASH bridging to a multi-chain framework for broader asset
integration, expanded presence on centralized exchanges, and cross-chain collateral
protocols to improve capital efficiency. Finally, Provenance Blockchain focuses on user
experience and reward systems by launching a unified web application, Provenance
Blockchain Pulse, for ecosystem interaction, implementing the HASH Rank program to
incentivize participation, distributing performance and milestone-based rewards, and
establishing a framework for user activity tracking and reward allocation.

9.3 Medium-Term Protocol Enhancements (12-24 Months)

Looking further ahead, Provenance Blockchain will focus on:

19
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1. Advanced Financial Layer Innovations:

e Programmable compliance and regulatory frameworks

Tokenized derivatives and structured products

Decentralized identity solutions for financial services

Automated credit scoring and risk assessment mechanisms

2. Next-Generation Market Infrastructure:
e Decentralized primary issuance platforms

Automated market making for illiquid assets

Lending protocols with algorithmic interest rate determination

Yield-generating strategies for idle assets

3. Enterprise Integration Systems:

Legacy system connectors and adapters

e Real-time reconciliation engines

Custody solutions for institutional investors

Verifiable credential frameworks for regulatory compliance

4. Enhanced Privacy Solutions:
e Zero-knowledge proof implementation for selective disclosure
e Confidential transaction capabilities
e Privacy-preserving analytics
e Compliant privacy with regulatory reporting capabilities

9.4 Long-Term Ecosystem Expansion (24-36 Months)

Provenance Blockchain's vision for the future includes:

1. Quantum-Resistant Protocol Evolution:
e Post-quantum cryptographic primitives

Quantum-safe signature schemes

Lattice-based cryptography integration

2. Al-Enhanced Financial Services:

e Predictive analytics for risk management

20



e Machine learning credit models with privacy preservation
e Automated portfolio optimization and rebalancing
e Smart contract auditing and optimization via Al

3. Cross-Chain Financial Coordination:

e Universal cross-chain settlement layer

e Interoperable financial primitive standards

e Atomic cross-chain transactions for complex financial operations
e Seamless multi-chain liquidity management

4. Decentralized Capital Formation:

e Programmable securities with embedded compliance

e Tokenized real-world asset securitization frameworks

e Automated dividend and interest distribution mechanisms
e Decentralized investment banking infrastructure

9.5 Future Research and Development

Provenance Blockchain looks beyond its current roadmap, dedicating resources to
forward-looking research and development to tackle emerging opportunities and
challenges. In the realm of cross-chain interoperability, it focuses on expanding the
blockchain’s connectivity. This includes developing interoperability protocols such as
cross-chain messaging standards, asset bridge security research, atomic swap
mechanisms, and liquidity network development. Provenance Blockchain also explores
multi-chain architectures with purpose-specific execution environments, specialized
validation domains, a unified security model, and cross-chain composability. Additionally, it
works on standards development, creating interoperable asset formats, cross-chain
identity systems, universal transaction proofs, and chain-agnostic smart contracts.

For scalability enhancements, Provenance Blockchain researches next-generation scaling
solutions. Horizontal scaling efforts involve dynamic sharding mechanisms, cross-shard
transaction protocols, state management optimization, and load balancing techniques.
Layer 2 solutions include optimistic rollup implementation, zero-knowledge rollup
research, state channel optimization, and hybrid scaling approaches. Consensus
optimization is another focus, with parallel transaction execution, speculative execution
techniques, validator efficiency improvements, and network propagation enhancements.

21



o) PROVENANCE
> BLOCKCHAIN

Provenance Blockchain also delves into advanced privacy features by exploring cutting-
edge technologies. Its work on zero-knowledge systems includes zk-SNARK
implementation for private transactions, zk-STARK research for post-quantum security,
zero-knowledge virtual machine development, and efficient proof generation techniques.
For confidential assets, Provenance Blockchain focuses on concealing transaction
amounts, hiding ownership transfers, protecting private metadata, and designing
compliance-friendly privacy features. Multi-party computation efforts center on secure
voting and governance, private data analysis, distributed key management, and threshold
signature schemes.

10. Conclusion

101 Technology Value Proposition Summary

Provenance Blockchain represents a fundamental reimagining of financial infrastructure,
delivering transformative benefits across the ecosystem:

1. Efficiency Gains: By eliminating intermediaries and automating processes,
Provenance Blockchain reduces transaction costs by up to 90% while accelerating
settlement from days to seconds.

2. Risk Reduction: Immutable transaction records, transparent asset history, and
automated compliance verification significantly reduce counterparty, operational, and
regulatory risks.

3. Market Expansion: Fractional ownership, global accessibility, and increased liquidity,
and markets for new participants.

4. Innovation Catalyst: Programmable assets, composable financial primitives, and open
infrastructure create opportunities for financial innovation without sacrificing security

or compliance.

The current production protocols in loan origination, securitizations and an asset
marketplace demonstrates the power of this approach, with multiple financial institutions
already realizing substantial cost savings and operational improvements. As we expand to
additional markets and use cases, the potential impact grows exponentially.
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10.2 Invitation to Participate in the Ecosystem

The Provenance Blockchain ecosystem is designed to be open, inclusive, and
collaborative. We invite participation from all sectors of the financial ecosystem:

1. Financial Institutions: Join as members to leverage the platform for your existing
businesses, reducing costs and unlocking new opportunities.

2. Technology Partners: Integrate with Provenance Blockchain to extend your
offerings and reach new markets with blockchain-powered solutions.

3. Validators: Contribute to network security and earn rewards by operating
validator nodes.

4. Developers: Build new applications and services on Provenance Blockchain
to solve real-world financial challenges.

5. Token Holders: Participate in governance and shape the future development
of the platform.

10.3 Contact Information and Resources
For more information and to get involved with Provenance Blockchain:

e Website: https://provenance.io
e Developer Portal & Documentation: https://docs.provenance.io

e GitHub Repository: https:/github.com/provenance-io/provenance

Contact: info@provenance.io

11. Appendices
11.1 Technical Specifications

Detailed technical specifications for the Provenance Blockchain:
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. Consensus Algorithm: CometBF T-based Byzantine Fault Tolerant (BFT) Proof of Stake

. Block Time: 4-5 seconds

. Transaction Throughput: 5,000+ transactions per second

. Finality Time: 4-5 seconds (absolute finality)

. Programming Languages: Go, Rust (primary), WebAssembly, Solidity (compatibility layer)
. Smart Contract VM: WebAssembly (WASM)

. Cryptographic Primitives: SHA-256, Ed25519, BLS signatures

. Networking: libp2p with custom extensions

© 0 N O O A WONBRE

. State Storage: IPFS-compatible content-addressable storage
. Hardware Requirements: 16-core CPU, 64GB RAM, 2TB NVMe SSD, 1Gbps connection

=
o

11. Appendices
111 Technical Specifications

Administrator
The governance entity responsible for overseeing the Provenance Blockchain network,

including member onboarding and permissions management.

Asset-Backed Security (ABS)
A financial security collateralized by a pool of assets such as loans, leases, credit card debt,

or receivables.

Byzantine Fault Tolerance (BFT)
A system's ability to continue operating correctly even when some participants act
maliciously or fail.

Consensus Mechanism
The process by which validators agree on the state of the blockchain.

Custodian
A financial institution that holds and safeguards assets on behalf of clients.

DeFi (Decentralized Finance)
Financial applications built on blockchain technology that don't rely on centralized
intermediaries.
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HASH
The native token of the Provenance Blockchain, used for transaction fees, staking, and

governance.

Immutable
Cannot be changed or altered after creation, a fundamental property of blockchain

records.

Member

An entity approved to transact on the Provenance Blockchain.

Omnibus Bank
A financial institution that serves as a bridge between traditional banking and the
Provenance Blockchain.

Proof of Stake (PoS)
A consensus mechanism where validators are selected based on the amount of
cryptocurrency they stake.

Security Token
A digital representation of a traditional security, such as equity or debt.

Securitization
The process of pooling various types of contractual debt and selling it as bonds to

investors.

Smart Contract

Self-executing code that automatically enforces the terms of an agreement.

Stakeholder/Node
A participant in the Provenance Blockchain network that hosts smart contracts and

validates transactions.

Trustee
A third party who holds and manages assets for the benefit of another party.

T+0 Settlement
Same-day settlement of securities transactions, as opposed to traditional T+, T+2, or T+3
settlement periods.
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Validator
A node that participates in consensus by proposing and validating new blocks.

Zero-Knowledge Proof
A cryptographic method that allows one party to prove to another that a statement is true
without revealing any additional information.

11.3 Documents

Complete Tokenomics Documentation
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